In this paper security systems deployed over an area are regarded abstractly as a diagram of security network. We propose the Neyman-Pearson protection model for security systems, which can be used to determine the protection probability of a security system and find the weakest breach path of a security network. We present the weakest breach path problem formulation, which is defined by the breach protection probability of an unauthorized target passing through a guard field, and provide a solution for this problem by using the Dijkstra's shortest path algorithm. Finally we study the variation of the breach protection probability with the change of the parameters of the model.
Introduction
The society security problem has been attached importance by national governments. In order to maintain social public safety, many security systems have been constructed in cities in the world. With the rapid development of information technology, especially the Internet of Things and cloud computing, the security system is getting more and more complex, which consists of the intrusion alarm system, the video surveillance system, the access control system, the explosion-proof security check system, etc. Security systems are deployed at different positions in an area, which can communicate and share data each other through the internet, and complete protection tasks cooperatively. In this paper, a large and complex security system is regarded as abstractly as a diagram of a security network. As shown in Figure 1 , there is a security network consisted of some security systems in the guard zone, where each of yellow filled circles represents a security system, and every triangle represents a protection target.
For a security network, depending on the protection ranges and the protection coverage schemes of security systems, as well as the deployment-density of the guard field, the protection coverage area may contain vulnerable paths. The probability that an unauthorized target traverses the region through a vulnerable path gives insight about the level of security provided by the security network. In this paper, the protection model of security systems based on Neyman-Pearson Criterion is proposed. The protection probability at any position in a guard field, which is provided by a security system, can be calculated by the model. The weakest breach path of a security network, which is defined by the breach protection probability of an unauthorized target passing through a guard field, can be found.
The reminder of this paper is organized as follows: In the next section, the related work about seurity systems is introduced. In Section 3, the protection model is proposed, the weakest breach path of a security network is described and the method based on Dijkstra's shortest path algorithm to find the weakest breach path is put forward. After presenting the details of the problems formally, the results are simulated and analyzed in Section 4. Finally, conclusions are drawn in Section 5.
Related Work
In 1970's, U.S. Department of Energy's Sandia National Laboratories [1] first introduced the basic concepts of the Physical Protection System, from which the security system evolved. Subsequently, the U.S. Department of Energy put forward a model named adversary sequence diagram (ASD) [2] , which was applied to the field of nuclear facilities protection. ASD can recognize vulnerability of physical protection systems by analyzing how hypothetical enemies might achieve their objects through various barriers. The path that is most easily broken through is considered weakest.
In 1981, Doyon [3] presented a probabilistic network model for a system consisting of guards, sensors, and barriers. He determined analytic representations for determining probabilities of intruder apprehension in different zones between site entry and a target object. In 1997 Kobza and Jacobson [4] have presented probability models for access security systems with particular applications to aviation security. In 1998, Hicks et al. [5] Presented a cost and performance analysis for physical protection systems. He considered the systems-level performance metric is risk, which is defined as follows.
where ( ) p A is Probability of Attack, ( ) p E is Probability of System Effectiveness, and C is Consequence.
After the events of September 11, 2001 , public safety becomes the issue concerned by countries in the world. The concept of Physical Protection System has been changed. Some researchers from USA and Australia considered that a physical protection system is made up of people, architectures and electronic devices. So the concept of Security System was born. Many researchers were interested in assess the protection effectiveness of security systems through risk analysis. In 2004, Fischer [6] presented a very subjective risk analysis approach to rank threats using a probability matrix, criticality matrix, and vulnerability matrix. In 2006, Zhihua Chen [7] in Chinese People's Public Security University has proposed performance evaluation index and evaluation methods of crime prevention system for the assessment of the effectiveness and vulnerability of crime prevention system. This method is a qualitative assessment to the crime prevention system based on management science. In 2007, Garcia [8] gave an integrated approach for designing physical security systems. The protection effectiveness of a physical protection system was defined as the cumulative probability of detection from the start of an adversary path to the point determined by the time available for response. In 2009, Jonathan Pollet and Joe [9] Cummins put forward a performance assessment framework of the Security Systems, which considered not only the characteristics of the system, also the risk outside the system.
In recent years, some researchers considered that there were enormous uncertainty in the vulnerability evaluation of security systems, and they put forward some methods to reduce uncertainty. In 2011, Xu peida [10] thought that each individual component of the security system was modeled, and he used the Dempster-Shafer (D-S) evidence theory to analyze potential threats. Some literatures also proposed methods such as bounded intervals [11] , exogenous dynamics [12] , games of imperfect information [13] [14] [15] , to characterize uncertainty in vulnerability analysis.
Protection Model and the Weakest Breach
Path Problem Formulation
Neyman-Pearson Protection Model
In our research, there is a basic assumption that is a security system can eliminate any threat as long as a threat is detected. If a security system finds a threat, it will sound alarm. So each security system has its own false alarm rate, and it is regarded abstractly as the process of decision. The optimal decision rule that maximizes the detection probability subject to a maximum allowable false alarm rate α that is given by the Neyman-Pearson lemma [16] . Two hypotheses that represent the absence and presence of an unauthorized object are set up. The model computes the likelihood ratio of the respective probability density functions, and compares it against a threshold which is configured, and the false alarm constraint is satisfied. The process of a security system finding threats can be considered as the process signal reception. Suppose that an unauthorized object is a passive signal reception that happens in the presence of additive white Gaussian noise (AWGN) with zero mean and variance 2 n σ , as well as path-loss with path loss exponentη . Every breach protection decision is based on the processing of L data samples. If samples are collected fast enough, the distance between a security system and a object can be considered constant throughout the observation period. Let vi d be the Euclidean distance between the grid point v and the security system i . Based on Neyman-Pearson Criterion with false alarm rate α , the protection probability of an unauthorized object at grid point v by the se-curity system i is defined as follows.
( ) ( )
Where ( )
is the cumulative distribution function of the zero-mean, unit-variance Gaussian random variable at point x .
2 n Aψ γ σ = .
γ controls the per-datum signal-to-noise power ratio where the security system transmits information with power ψ , and A is a constant, which is regarded as signal propagation losses, emergency resources, information communication, etc.
Grid-Based Guard Field
In order to simplify the formulations, we consider the guard field as a cross-connected grid. A sample field model is presented in Figure 2 .
The guard field model consists of the grid points and two auxiliary nodes which are the starting and the destination points. The aim of the target is to go through the guard field from the starting point that represents the insecure side to the destination point that represents the secure side. The horizontal axis is divided into N − 1 and the vertical axis is divided into M − 1 equal parts. Thus, there are N M × grid points plus the starting and destination points. For the sake of simplifying the notation, instead of using two dimensional grid point indices = . Using the grid-based field model above, the protection probabilities can be computed for every grid point through the Neyman-Pearson Protection Model of security systems.
The Weakest Breach Path Problem
The weakest breach path problem can be defined as finding the permutation of a subset of grid points The miss probability p of the most vulnerable path V is defined as follows.
( )
Where vi p is the breach protection probability associated with the grid point i v V ∈ , n is the number of i v . The weakest breach path can be find by solving the following optimization problem as defined in Equation (6) . ij x denotes the edge which originates from the ith node and sinks in the jth node, s is the starting node and d is the destination node and C is as defined in Equation (4) . In this formulation, the aim is to maximize the miss probability P defined in Equation (6) . By using the logarithm function the optimization problem defined in Equation (7) can be changed to a linear program, where the aim is to find the minimum value. 
Simulation and Analysis
The grid-based field can be regard abstractly as a graph, so Dijkstra's shortest path algorithm can be employed to solve the weakest breach path problem too. The protection probability associated with the grid points cannot be used as weights of the grid points. Consequently, the weights of the grid points need be converted to a new measure d v , which is defined as log (1 ) v v d p = − − . This algorithm finds the path with the smallest negative logarithm value that is equal to be the weakest breach path. A sample security systems coverage graph and the weakest breach path is shown in Figure 3 . Using the two-dimensional field model and adding the protection probability as the third axis.
Valleys and hills of protection probabilities are shown in Figure 3 . The weakest breach path follows the valleys because the valleys denote the low protection probabilities.
Effects of Parameters on the Protection Probability
In this subsection, the effects of the Neyman-Pearson Protection Model parameters on the breach protection probability are analyzed. The deployment of security systems is random with uniform distribution. The parameters are shown in Table 1 . The figures, which are presented in the following are the averages of 100 runs, depict how the environmental properties and the tolerance to the false alarms affect the vulnerability of a security network.
Ten security systems are deployed in a field where the parameters are same as in Table 1 . The effect of the false alarm rate, α, on the breach protection probability P is shown in Figure 4 , which essentially represents the network operating characteristics. With greater tolerance to false alarms, the P performance improves, and hence the protection range becomes larger. Sufficiently high signal noise ratio is necessary for an acceptable level of breach protection probability, which is relatively insensitive to the false alarm rate.
As shown in Figure 4 , the false alarm rate α has a great effect on the breach protection probability P, and as α increases, the breach probability decreases, which reflects the protection probability v p of an unauthorized object at grid v increases.
Although α is very influential on breach protection probability, η does not have an appreciable impact when the signal noise ratio is small. When the values of γ become large, η significantly increases the breach protection probability as shown in Figure 5 .
This is due to the fact that the protection probability is inversely proportional to the distance on the order of η. The effect of η is very significant when 4 η ≤ . As shown in Figure 6 , when the signal noise ratio γ increases, the breach protection probability decreases, which indicates that the protection probability of the security network improves and the protection performance increases. If targets are closer to security systems, signal noise ratio has more influence on the protection probability. When the parameter 3 η ≥ , the effect of the signal noise ratio γ becomes very small.
Effects of Number of Security Systems on the Protection Probability
While analyzing the required number of security systems for a given breach probability, one case of random deployment is considered. The case is assumed that security systems are uniformly distributed along both the vertical and horizontal axes. The effect of numbers of security system in a field on the breach protection probability is shown in Figure 7 .
As the density of security systems increases in a field, the breach protection probability tends to stabilize, which approximates the zero. The results suggest that there is a saturation point after which randomly placing more security systems does not significantly impact the breach protection probability of a security network in a field.
When the signal noise ratio is same, α affects the breach protection probability more thanη (see Figures 4  and 5) , so the false alarm rate α is more influential here too. The rapid decrease in the breach protection probability can be explained by the fact as the density of security systems is saturated in a field, grid points are covered with high protection probabilities. Consequently, at the beginning, an additional security system decreases the breach protection probability considerably, however, once the saturation is reached, the affection of numbers of security systems is not so large anymore.
Conclusion
In this paper, we put forward the Neyman-Pearson protection model of security systems that can be employed to find the weakest breach path of a security network. In order to find the weakest breach path, we apply Dijkstra's shortest path algorithm by using the negative log of the breach protection probability as the grid point weights. Finally, the effect of parameters of Neyman-Pearson protection model on breach protection probability is studied by MATALAB simulation. The simulation experiments show that the false alarm rate is the most influential parameter on the breach protection probability. Numbers of Security Systems Breach Protection Probability α=0.9 η=2 γ=20 α=0.9 η=3 γ=20 α=0.9 η=2 γ=60 fessor of School of Computer, Wuhan University, Ren Pin teaching assistant Department of Electrical Engineering and Computer Science, Northwestern University USA, for their thoughtful comments.
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